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This book has been available only in eBook format for several years and has been embraced by thousands of
Cisco ASA professionals, from beginners to experts. This new edition, "Cisco ASA Firewall Fundamentals -
3rd Edition" is now offered to you in paperback format as well.

The new 3rd Edition has been enhanced and updated to cover the latest Cisco ASA version 9.x (and previous
versions 8.x aswell). All configurations, commands and examplesin the book are applicable for al ASA
5500 and 5500-X devices and will work on ASA version 9.x.

This book isloaded with raw practical concepts, step-by-step configuration tutorials, and more than 50
network diagrams to explain the scenarios. It also includes complete configuration examples and real-world
cases that you will not find anywhere else. There is no fluff or redundant information.

Topics covered in this book include the core ASA firewall features as well as the most frequently-
encountered scenarios that you will find in real world networks. The book is written by network security
expert Harris Andrea, a Cisco Certified professional with more than 18 years of ASA experience, and
focuses on simplicity and practicality instead of complex theory.

Some of the topics covered include the following:

- Getting Started with Cisco ASA Firewalls (User Interface, Access Modes, Software updates, password
recovery etc).

- Basic Firewall Configuration (Basic Configuration Steps).

- Configuring Network Address Trandation (NAT) for pre-8.3 and post-8.3 versions.

- Configuring DMZ Networks.

- Configuring and Using Access Control Lists (ACLS).

- Configuring VLANSs and Subinterfaces.

- Configuration of Threat Detection (Basic, Advanced, and Scanning Threat Detection).

- IKEv1 and IKEv2 IPSEC VPNs (site-to-site VPN, Remote Access VPN etc).

- Anyconnect Secure Mobility Client (SSL VPN, IKEv2 VPN, Certificate Authentication etc).

- Configuring Active/Standby Stateful Failover.

- Advanced Features of Device Configuration.

- Authentication Authorization and Accounting (AAA) Configuration.

- Configuration of Identity Firewall.

- Configuring Routing Protocols on ASA (Static Routes, RIP, OSPFv2, OSPFv3, EIGRP).

- Modular Policy Framework Configuration (Class Maps, Policy Maps etc).

- Configuring Quality of Service (QoS)-Traffic Policing, Shaping, Voice Priority Queueing etc.

- Cisco ASA 5505.

- PLUSMUCH MORE



For ASA5500-X models, the book does not cover Next Generation Firewall features such as ASA CX, Cloud
Web Security or Web Security Essentials. However, all the content included in the book will work on 5500-
X models.
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From reader reviews:
Alyssa Lewis:

Why don't make it to become your habit? Right now, try to ready your time to do the important act, like
looking for your favorite guide and reading a guide. Beside you can solve your long lasting problem; you can
add your knowledge by the guide entitled Cisco ASA Firewall Fundamentals - 3rd Edition: Step-By-Step
Practical Configuration Guide Using the CLI for ASA v8.x and v9.x. Try to face the book Cisco ASA
Firewall Fundamentals - 3rd Edition: Step-By-Step Practical Configuration Guide Using the CLI for ASA
v8.x and v9.x as your buddy. It meansthat it can for being your friend when you really feel alone and beside
associated with course make you smarter than in the past. Yeah, it isvery fortuned for you. The book makes
you alot more confidence because you can know almost everything by the book. So , we need to make new
experience as well as knowledge with this book.

L ouise Fulghum:

This book untitled Cisco ASA Firewall Fundamentals - 3rd Edition: Step-By-Step Practical Configuration
Guide Using the CLI for ASA v8.x and v9.x to be one of several books which best seller in this year, thisis
because when you read this e-book you can get alot of benefit into it. Y ou will easily to buy thiskind of
book in the book retail store or you can order it through online. The publisher of the book sells the e-book
too. It makes you quicker to read this book, because you can read this book in your Smart phone. So thereis
no reason to you personally to past this reserve from your list.

Janice Wilson:

A lot of publication has printed but it is unique. Y ou can get it by net on social media. Y ou can choose the
most effective book for you, science, comic, novel, or whatever simply by searching from it. It is known as
of book Cisco ASA Firewall Fundamentals - 3rd Edition: Step-By-Step Practical Configuration Guide Using
the CLI for ASA v8.x and v9.x. Y ou can contribute your knowledge by it. Without leaving behind the
printed book, it might add your knowledge and make an individual happier to read. It is most essential that,
you must aware about book. It can bring you from one destination for a other place.

Haley Thacker:

What is your hobby? Have you heard that question when you got college students? We believe that that issue
was given by teacher to their students. Many kinds of hobby, All people has different hobby. Therefore you
know that little person including reading or as studying become their hobby. Y ou must know that reading is
very important as well as book as to be the issue. Book isimportant thing to increase you knowledge, except
your current teacher or lecturer. Y ou find good news or update about something by book. A substantial
number of sorts of books that can you choose to adopt be your object. One of them is niagra Cisco ASA
Firewall Fundamentals - 3rd Edition: Step-By-Step Practical Configuration Guide Using the CLI for ASA
v8.x and v9.x.
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